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Electronics

Integrated circuit troubleshooting using
voltage contrast techniques

1. O'Dale’s paper appeared in Sys-

tem Reliability, published for a
conference last year by Bell Northern
Research. Tt is reproduced with BNR's
kind permission.

Abstract: Voltage Contrast Testers are
assigned at Bell Northern Research and
Northern Telecom Ottawa for interior diag-
nostic probing of custom integrated circuits.
This paper will summarize the techniques
used and developed in our laboratories using
this contactless probing systent.

Introduction

Once a failure in a VLSI (Very Large Scale
Integrated Circuit) device has been
revealed by external electrical testing,
isolating the fault within the integrated
circuit (IC) requires probing of its inter-
nal circuitry. Scanning electron micro-
scopes (SEM) specializing in voltage con-
trast (VC) are used at BNR and NT for
contactless, damage free probing within
the IC. These microscopes have the abili-
ty to detect variance of voltages on the
internal conductors of the IC and display
the information as voltage contrast
images and waveforms for documenta-
tion and classification of IC failures. The
techniques developed are described, fol-
lowed by a case study using these tech-
niques [1].

Voltage Contrast

When the electron beam of the SEM
scans a section of the IC, secondary elec-
trons (SE) are emitted. The brightness of
the image increases with the number of
emitted SE. The voltages on an integrated
circuit set up surface electrostatic fields
which influence the paths of the SE.
Regions with a positive voltage attract a
proportion of the SE back to the surface
of the IC. As the voltage increases, more
and more SE are attracted in this way.
These fields modulate the number of SE
arriving at the SEM detector. Conse-
quently, the more positive the voltage,
the darker the image is of the associated
region. This raw voltage contrast is non-
linear. To make quantitative voltage
measurements, this characteristic is lin-
earized by placing a filter electrode
between the IC and the SEM detector.
The voltage applied to this filter sets up a
secondary electron retarding field, forc-
ing the SE to climb a small potential bar-
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rier. A feedback loop varies the voltage
on the filter to maintain a constant num-
ber of detected SE. The voltage variation
on the filter electrode will track the volt-
age variation on the monitored IC sur-
face [2].

Image Mode

Applying power to the IC and observing
the IC in image mode reveals the DC con-
ditions on the surface layers of the chip.
They are displayed by bright (more nega-
tive) and dark (more positive) contrast
superimposed on the image of the sur-
face metal tracks. This is an immediate
indication to the troubleshooter of the
DC voltage conditions on the monitored
cells [3].
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Image Mode
Figure 1 illustrates the voltage contrast caused by
the influence of the DC voltages on the various metal
conductors of the IC, the dark colour being move pos-
itive than the bright coloured areas (5V in this case).
Note the center horizontal grey coloured conductor.
This implies that it is stuck at mid rail (ie: 2.5V).
Running the test facility at speed, the
contrast of the signal paths will turn a
shade of grey (between the dark and
bright colours of positive and negative)
dependent on the duty cycle of the sig-
nal. In addition, a pattern caused by the
test frequency beating with the SEM scan
rate frequencies will also be superim-
posed on the signal track. This is a form
of voltage coding. The DC conditions
that exist and which tracks conduct sig-
nals are revealed. The different patterns
developing on the signal tracks are
caused by the frequency beating with the
scan rates of the SEM. The different pat-
terns imply different frequencies. This
technique is used for signal tracing and
determining the circuit areas which are
active.

Image Mode with Signal Activity

Figure 2 documents the DC voltages on the IC con-
ductors indicated by the shades of contrast. The
grey colours superimposed with a grid pattern on
sonte tracks reveal AC signal activity. This infor-
mation gives the designer an immediate indication
of cell functionality.

Slow Scan Image Mode

By single-stepping the test facility exer-
cising the IC under test, the circuits that
carry signals will switch logic states at
the rate determined by the test facility.
The changing logic states can be docu-
mented by observing the changing con-
trast on the signal paths. In addition,
when we slow the scan rate of the image
monitor and single step the circuit a
number of times per verticle scan, a logic
state map of the circuit is revealed on the
switching conductors of the circuit (see
Figure 3). This technique will document
the switching rate of the circuits under
observation as well as circuit operation
status.

Slow scan tmage

Figure 3 documents different clock rates across the
area scanned illustrated by the changing voltage
contrast. This information can be used by the trou-
bleshooter to determine if the civcuits wnder test are
operating al the correct frequencies. This micro-
graph indicates two clock rates (area 1 indicated),
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and a circuit not switching to its full rail to rail
voltage (area 2).

Waveform Mode

The troubleshooter can use the voltage
contrast SEM in the same way as a single
probe sampling oscilloscope when prob-
ing the micron size conductors of the IC
in waveform mode. The electron beam
pulse is triggered by the test pattern used
by the IC under test. The signal voltage
probed at the specific area of the IC is
accurately derived by monitoring the
feedback control of the electron energy
filter, and by further digital processing.
The electron energy filter feedback out-
put is a voltage proportional to the test
point voltage at the instant of sampling
and is used to generate the waveform
display. The SEM can resolve waveform
edges to <100ps, time to <100ps and volt-
age to <20 mV [4]. The displayed wave-
forms can be stored for later comparison
of edge timing, signal swing, etc.
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Waveform mode

Figure 4 is a family of waveforms that document the
propagation delay between inverter circuits of a
ring oscillator. For clarity, only the rising edges of
alternate cells are illustrated. The propagation
delay between each cell containing two CMOS
transistors is averaging 220/2 » 110 ps and the rise

times are averaging 800 ps.
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Waveform Mode

Figure 5 documents a memory circuit with an
address signal changing state AFTER the read
enable signal is activated. This information enabled
the designer to modify his design o correct this
malfunction.

Stroboscopic Mode
To produce a strobo-voltage map, the

electron beam is pulsed in the same way
as for waveform mode, but the pulse
phase is held constant while the image is
recorded. The electron beam is scanned
as for a real time image and the result is a
voltage map which shows the circuit at a
specific window of time (ie 200 ps)
relative to the trigger (ie 5 us delay)
superimposed on the surface of the
integrated circuit.

These images will reveal relative logic
states and transition times of the circuit
under test. A direct comparison of
switching edges to a specific time or
monitored waveform can be document-
ed for analysis. Events happening on
other parts of the circuit at other times are
revealed by changing the relative delay
of the sample window. In this way the
designer can document events to 200pS
on the circuit under observation.

Stroboscopic Mode

Figure 6 is a stroboscopic inage of an inverter in the
process of logic state transition. Note the bright and
dark colours indicating the circuit resting at the rail
voltage. The grey coloured conductor indicates a
circuit part way through its switching process. The
time window is 200 pS wide. Changing this win-
doww +/- in time will show this transition edge prop-
agating through the circuit.

Note that Figure 4 is a waveform depiction of this
circuit performance.

Voltage Coding Mode

When the scan rate of the SEM is syn-
chronous with the signal on the device
under test, a stationary grid pattern will
appear superimposed on the conductor
carrying the signal. This is accomplished
by triggering a burst oscillator with the
line scan rate of the SEM and image mon-
itor, the burst output being the signal
exercising the device. The pattern on the
image will reveal the signal conductor
tracks, the inversions of the signal, multi-
ples of the frequency rate, etc. The trou-
bleshooter has an immediate indication
of the signal status on the monitored cir-
cuitry.

By experiment, the maximum frequen-
cy resolution of the voltage coding mode
at normal SEM scan rates is 6.14 MHz
(determined by one transition per image
pixel) [5]. The minimum resolution at
normal scan rates is 8 KHz (determined
by the physical size of the image moni-

tor). By changing the scan rate of the
monitor, the minimum resolution can be
improved to less than 1 Hz.

Voltage Coding

Figure 7 documents how Voltage Coding Mode can
be used by the troubleshooter to resolve logic states.
As tinte passes left to right, a signal inversion is
docurmented between the two circuits operating at 1
MHz. The inversion is displayed by the changing
voltage contrast on each horizontal coding line.
Also, this inversion can be resolved in lower layer
metals under passivation. Note that DC voltages
cannot be resolved on these buried conductors.

Reduced Scan Rate Voltage Coding

Figure 8 illustrates how Voltage Coding will docu-
ment the different clock rates existing across the
scanned area. This information can be used by the
troubleshooter to determine if the circuit under fest
is aperating at the correct frequencies. This micro-
graph also documents the existing DC voltage con-
ditions.

Pseudo Logic Analyzer Voltage
Coding Mode

Expanding on the voltage coding option,
if a whole software loop can finish within
one line scan of the SEM, a voltage con-
trast image of the logic states vs time can
be displayed [6-7]. To synchronize the
scan rate of the SEM with the software
loop a pulse generator is triggered by the
horizontal 62.6 uS scan pulse. This pulse
triggers the beginning of the software
loop in the supplied tester that drives the
IC under test. The image of the software
loop on the SEM monitor is centered by
adjusting the duty cycle of the single
burst from the burst generator. With this
technique, a transformation of time
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dependent signals to spatial dependent
signals is carried out that allows the
observation of logic states on the IC v.s.
time. This enables a logic analysis of the
software loop in various IC cell nodes by
observing the voltage contrast represen-
tation of voltage levels vs time on the
metal conductors synchronous with the
line scan of the SEM. A translation of the
voltage contrast pattern into a logic plot
reveals the signal content of any moni-
tored conductor at any time within the
software loop. Forcing the IC under test
to switch between failure and nonfailure
modes will produce voltage changes on
the failing cell outputs that are out of
sync with the nonfailure mode. The mal-
functioning circuit producing the tran-
sient nonsynchronous outputs will
reveal itself as a flashing Voltage Con-
trast image on the failing signal conduc-
tor when observing this IC cell in real
time image mode. This observation will
document the failing cell’s location and
the approximate time of the failure with-
in the software loop.

For the software loop to be resolved on
the image monitor, the following condi-
tions must apply [7]:

1. each SEM horizontal scan trigger

must reset the software loop in the
IC tester,
2. theloop mustcycle once and hold,

Logic Analyzer Voltage Coding

Figure 9 is avoltage image contrast image of a logic
analyzer pattern on a single IC conductor. The logic
translation can be plotted with the dark areas as
logic 1 and the bright as logic 0. The troubleshooter
using this analysis method can determine if this is,
in fact, the proper logic pattern that is output by the
observed circuit.

3. the loop must be shorter than the
SEM horizontal scan rate, in this
case 62.6 us, to complete its cycle
within each scan line of the image
monitor,

4. the clock driving the software loop
must be less than 6 MHz for the logic
transitions to be resolved on the
image monitor.

Case Study

The unit failed a PSCAN driven DC test
on the Teradyne A500 tester as well as on
two different bench testers. The unit
functioned to specifications with an open
circuit load but malfunctioned when
loaded with 50 pF. The unit was set up in
the Voltage Contrast Lab and exercised
so that it could be observed in passing
and failure modes [8]. The unit was first
monitored using the pseudo logic
analyser mode to confirm the existence of
a failure in the suspected circuitry. A
transient failure (glitch) was observed
and this failure traced back to a malfunc-
tioning circuit (Figure 10). The image of
the glitch also identified the approximate
time of the failure within the software
loop. This circuit was then probed in
waveform mode to determine the exact
time of the failing clock edge (Figure
11&12).

Analysis of the failing clock edge
revealed a transient superimposed on the
signal, possibly from a power surge. The
VDD and VSS rails of the failing circuit
were then monitored in waveform mode
for noise or glitches at the time of the
identified failing clock edge. Power
glitches were observed and documented
at the exact time of the chip failure

(Figure 13).
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Figure 10

Voltage Coding—Temporal Vs Spatial:

This micrograph documents a glitch (indicated as
the grey area of the logic pattern) on specific con-
ductors during a specific tinie within the software
loop. The glitch, conspicuous by its grey colour, is
caused by randomly high and low voltage averaged
over a time span. The physical location of the mal-
functioning circuit is identified as well as the
approximate time of the fault within the software
loop, represented by the X axis of the picture.
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Figure11

Waveform Documentation—Clock: The time base
for the logic state plot of the software loop (fop) is
500 ns/division. This illustrates the whole loop. The
time arvea of the glitch happening within the soft-
ware loop is expanded to 50 ns/division (1). The
pulse in the VSS level of the expanded clock wave-
forni (2) indicates the time of the glitcl in relation
to the whole software loop.
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Figure12
Malfunctioning Circuit Output—This waveform
plot with the exact expansion factor of Figure 11,

documents the passing and failing eutput of the
cell with changing VDD, 4.2 and 3.9 Volls
respectively.
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Figure 13

VDD & VSS Glitch: This expanded plot of the
glitch area of the software loop illustrates the power
surges on the VDD and VSS rail within the failing
logic circuitry of the unit at the exact time of the
failure.

The malfunctioning circuit had
changed to failure mode without any
observed anomalies in its input signals.
The cause of the failure is possibly a
power/ground noise issue. The micro-
surgery lab added extra VDD supply
connections to the failing area of the unit.
The internal transients were marginally
reduced requiring a larger adjustment on
the external VDD supply to exhibit the
same failure mode.

Conclusion

The presented Voltage Contrast Scan-
ning Electron Microscope probing tech-
niques, used separately or in combina-
tion, provide a troubleshooting capacity
for internal circuitry of VLSI. The VC
SEM is essential for design fault and fail-
ure analysis troubleshooting of advanced
semiconductor IC devices at Bell North-
ern Research and Northern Telecom.
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